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Multiple	Vulnerabilities	discovered	in	4-way	handshake	of	WPA2	protocols	
	
Initial	Release	Date:	10/16/2017	
Document	Version:	1.2	
	
This	“Ruckus	Security	Advisory”	constitutes	Ruckus	(Part	of	Brocade	Inc.)	Proprietary	Information	and	should	not	be	disseminated,	
forwarded	or	disclosed	without	written	permission	from	Ruckus	(Part	of	Brocade	Inc).	

	
What	are	the	issues?	
	
Ruckus	has	been	made	aware	by	CERT.org	of	certain	security	vulnerabilities	related	to	the	4-way	
handshake	of	WPA	and	WPA2	protocols.	These	vulnerabilities	were	discovered	by	independent	
researcher	Mathy	Vanhoef	<Mathy.Vanhoef@cs.kuleuven.be>.	
	
Exploitation	of	these	vulnerabilities	may	ultimately	allow	decryption	of	AP-client	traffic,	packet	
replay,	TCP	connection	hijacking,	and	HTTP	content	injection.	Due	to	these	vulnerabilities,	Wi-Fi	
Protected	Access	II	(WPA2)	handshake	traffic	can	be	manipulated	to	allow	nonce	and	session	key	
reuse,	resulting	in	key	reinstallation	on	a	targeted	wireless	access	point	(AP)	or	client.	For	more	
detail	 about	 these	 vulnerabilities,	 please	 refer	 to	 the	 the	 Key	 Reinstallation	 Attacks:	 Forcing	
Nonce	Reuse	in	WPA2	report.	A	summary	of	the	vulnerabilities	as	disclosed	by	CERT	is	presented	
below:	
	
CVE	ID	 CVE	Description	
CVE-2017-13077	 Reinstallation	of	the	pairwise	key	in	the	Four-way	handshake	
CVE-2017-13078	 Reinstallation	of	the	group	key	in	the	Four-way	handshake	
CVE-2017-13079	 Reinstallation	of	the	integrity	group	key	in	the	Four-way	handshake	
CVE-2017-13080	 Reinstallation	of	the	group	key	in	the	Group	Key	handshake	
CVE-2017-13081	 Reinstallation	of	the	integrity	group	key	in	the	Group	Key	handshake	
CVE-2017-13082	 Accepting	a	retransmitted	Fast	BSS	Transition	Reassociation	Request	and	

reinstalling	the	pairwise	key	while	processing	it	
CVE-2017-13084	 Reinstallation	of	the	STK	key	in	the	PeerKey	handshake	
CVE-2017-13086	 Reinstallation	of	the	Tunneled	Direct-Link	Setup	(TDLS)	PeerKey	(TPK)	key	in	

the	TDLS	handshake	
CVE-2017-13087	 Reinstallation	of	the	group	key	(GTK)	when	processing	a	Wireless	Network	

Management	(WNM)	Sleep	Mode	Response	frame	
CVE-2017-13088	 Reinstallation	of	the	integrity	group	key	(IGTK)	when	processing	a	Wireless	

Network	Management	(WNM)	Sleep	Mode	Response	frame	
	
	
	

What	is	the	impact	on	Ruckus	products?	

No	Ruckus	products	are	affected	unless	deployed	in	Mesh	or	Point-to-Point	topologies,	or	
802.11r	is	enabled.	

a) Impact	 of	 CVE-2017-13077,	 CVE-2017-13078,	 CVE-2017-13079,	 CVE-2017-13080,	 CVE-2017-
13081:	Ruckus	APs	are	not	exposed	to	these	vulnerabilities	unless	deployed	in	Mesh	or	Point-to-
Point	topologies.	
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b) Impact	of	CVE-2017-13082:	Ruckus	APs	are	not	exposed	 to	 this	vulnerability	unless	802.11r	 is	
enabled.			

c) Impact	of	CVE-2017-13084,	CVE-2017-13086,	CVE-2017-13087,	CVE-2017-13088:	Ruckus	APs	are	
not	exposed	to	these	vulnerabilities.	

	
CVE	ID	 Affected	Product*	 Comments	
CVE-2017-13077	 All	Ruckus	APs	in	Mesh	

P300	Point-to-point	&	Point-to-
multipoint	

Excludes	Ruckus	R300,	R310,	and	H320	
and	Xclaim	Xi-1&	Xi-2,	since	these	
models	do	not	support	Mesh	

CVE-2017-13078	 All	Ruckus	APs	in	Mesh		
P300	Point-to-point	&	Point-to-
multipoint	

Excludes	Ruckus	R300,	R310,	and	H320	
and	Xclaim	Xi-1&	Xi-2,	since	these	
models	do	not	support	Mesh	

CVE-2017-13079	 All	Ruckus	APs	in	Mesh		
P300	Point-to-point	&	Point-to-
multipoint	

Excludes	Ruckus	R300,	R310,	and	H320	
and	Xclaim	Xi-1&	Xi-2,	since	these	
models	do	not	support	Mesh	

CVE-2017-13080	 All	Ruckus	APs	in	Mesh		
P300	Point-to-point	&	Point-to-
multipoint	

Excludes	Ruckus	R300,	R310,	and	H320	
and	Xclaim	Xi-1&	Xi-2,	since	these	
models	do	not	support	Mesh	

CVE-2017-13081	 All	Ruckus	APs	in	Mesh		
P300	Point-to-point	&	Point-to-
multipoint	

Excludes	Ruckus	R300,	R310,	and	H320	
and	Xclaim	Xi-1&	Xi-2,	since	these	
models	do	not	support	Mesh	

CVE-2017-13082	 All	Ruckus	APs	with	802.11r	enabled	 Excludes	APs	under	SmartZone	3.2.1	
and	prior	SmartZone	releases	
APs	managed	by	Ruckus	Cloud	are	not	
affected	
Xclaim	APs	are	not	affected	

*Unless	otherwise	noted,	these	products	are	affected	under	all	supported	software	releases.	Standalone	
releases	for	access	points	are	not	impacted.		
	
Workarounds	
	
It	is	possible	to	completely	mitigate	CVE-2017-13082	by	disabling	802.11r.		Note	that	802.11r	is	
disabled	by	default	in	Ruckus	products.		
	
For	P300	and	mesh	deployments,	there	is	no	known	workaround	for	CVE-2017-13077,	CVE-
2017-13078,	CVE-2017-13079,	CVE-2017-13080,	and	CVE-2017-13081.		However,	because	
Ruckus	products	use	CCMP	for	Mesh	and	bridging	connectivity,	exploitation	of	these	
vulnerabilities	is	made	significantly	difficult,	as	per	Section	6.1	of	the	Key	Reinstallation	Attacks:	
Forcing	Nonce	Reuse	in	WPA2	report.	
	
Ruckus	will	be	releasing	security	patches	to	address	all	above	mentioned	vulnerabilities.	It	is	
recommended	that	customers	upgrade	their	network(s)	with	these	patches	as	soon	as	they	
become	available.		As	they	are	released,	these	patches	will	be	posted	on	Ruckus’	Support	site	
(support.ruckuswireless.com)	and	this	security	bulletin	will	be	updated.	Ruckus	Cloud	and	
Xclaim	customers	will	be	automatically	updated	once	the	security	patches	are	available.	
	
Ruckus	also	strongly	recommends	that	customers	upgrade	the	client	devices	on	their	network	
to	releases	which	address	these	issues.	
	
What	releases	will	be	available	with	fixes?	
	
The	following	Ruckus	releases	will	be	patched	with	AP	firmware	fixes	for	the	above	mentioned	
vulnerabilities:	
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SmartZone	 	 Target	Patch	Release	Date	
- 3.1.2	 	 10/30/17	(AP	firmware	upgrade	with	3.4.2)	
- 3.2.1	 	 10/30/17	(AP	firmware	upgrade	with	3.4.2)	
- 3.4.2	 	 10/30/17	
- 3.5.1	 	 10/30/17	

	
ZoneDirector	 	 Target	Patch	Release	Date	

- 9.10.2	 	 10/30/17	
- 9.12.3	 	 11/15/17	
- 9.13.3	 	 10/30/17	
- 10.0.1	 	 10/30/17	

	
Unleashed	 	 Target	Patch	Release	Date	

- 200.5	 	 11/15/17	
	

P300	 	 	 Target	Patch	Release	Date	
- 100.1	 	 11/3/17	

	
Ruckus	Cloud	 	 Target	Update	Date	

	 11/5/17	
	
Xclaim		 	 Target	Update	Date	

	 11/5/17	
	
	
	

Document	Revision	History	

Version	 ID	 Change	 Date	

1.0	 101617	 Initial	Publication	 October	16,	2017	

1.1	 101617	 Xclaim	&	H320	details	added	 October	17,	2017	

1.2	 101617	 Software	Delivery	targets	added	 October	17,	2017	

	
Ruckus	Support	can	be	contacted	as	follows:	
The	full	contact	list	is	at:	https://support.ruckuswireless.com/contact-us	
	
DISCLAIMER	
THIS	RUCKUS	WIRELESS	SECURITY	ADVISORY	INCLUDING	THE	INFORMATION	IT	CONTAINS	AND	THE	PROGRAMS	MADE	AVAILABLE	THROUGH	THE	
LINKS	THAT	IT	INCLUDES,	IS	PROVIDED	TO	YOU	ON	AN	"AS	IS"	BASIS.	RUCKUS	WIRELESS	(PART	OF	BROCADE	INC.)	AND	ITS	SUPPLIERS	DO	NOT	
WARRANT	THAT	SUCH	INFORMATION	OR	THE	FUNCTIONS	CONTAINED	IN	SUCH	PROGRAMS	WILL	MEET	YOUR	REQUIREMENTS	OR	THAT	THE	
OPERATION	OF	THE	PROGRAMS	WILL	BE	UNINTERRUPTED	OR	ERROR-FREE.	THE	INFORMATION	AND	PROGRAMS	ARE	PROVIDED	TO	YOU	WITH	
NO	WARRANTY	OF	 ANY	 KIND,	 EXPRESS	OR	 IMPLIED,	 INCLUDING	WITHOUT	 LIMITATION,	 ANY	 IMPLIED	WARRANTIES	OF	MERCHANTABILITY,	
FITNESS	FOR	A	PARTICULAR	PURPOSE	AND	NONINFRINGEMENT.	IN	NO	EVENT	WILL	RUCKUS	WIRELESS	(PART	OF	BROCADE	INC.),	ITS	SUPPLIERS,	
OR	ANYONE	ELSE	WHO	HAS	BEEN	INVOLVED	IN	THE	CREATION,	PRODUCTION,	OR	DELIVERY	OF	THE	INFORMATION	OR	PROGRAMS	BE	LIABLE	
FOR	ANY	DIRECT,	INDIRECT,	INCIDENTAL	OR	CONSEQUENTIAL	DAMAGES,	INCLUDING	WITHOUT	LIMITATION,	LOST	PROFITS	OR	LOST	DATA,	THAT	
MAY	ARISE	OUT	OF	YOUR	USE	OF	OR	FAILURE	TO	USE	THE	INFORMATION	OR	PROGRAMS,	EVEN	IF	RUCKUS	(PART	OF	BROCADE	INC.)	OR	SUCH	
OTHER	ENTITIES	HAVE	BEEN	ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGES.	THE	FOREGOING	SHALL	NOT	BE	DEEMED	TO	PRECLUDE	ANY	
LIABILITY,	WHICH	UNDER	APPLICABLE	PRODUCTS	LIABILITY	LAW,	CANNOT	BE	PRECLUDED	BY	CONTRACT.			
	
This	 “Ruckus	 Wireless	 Security	 Advisory”	 constitutes	 Ruckus	 Wireless	 (Part	 of	 Brocade	 Inc.)	 Proprietary	 Information	 and	 should	 not	 be	
disseminated,	forwarded	or	disclosed	without	written	permission	from	Ruckus	Wireless	(Part	of	Brocade	Inc).		
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